Proxykiller Exploit Review

Versions Affected: 

2.0 – 2.2

Versions UnAffected: 
2.3

Severity:


High

Description:  

The streaming portion of Proxykiller (stream.asp) contains a vunerability that allows a carefully crafted URL to place a file containing any type of content to anywhere on the same drive as Proxykiller.

Requirements:

Proxykiller Version 2.0 – 2.2

A webserver under the attackers control

Details:

The purpose of stream.asp is to stream binary content directly to the users browser.  Due to scripting restrictions imposed by Microsoft – the file must be saved to disk at some point.  The streamed binary files are normally stored in a subdirectory called cache with proxykiller and within another subdirectory named using the users sessionid.  Normal URL hijacking is not possible using the /../ technique due to the algorithim used to determine the filename of the binary data.  However it is possible to use a reverse slash /..\ and force a URL hijack.  Assuming a valid file exists on the remote webserver, which would probably require the webserver to be under the attackers control due to the complicated directory structure, the file can be written anywhere on the proxykiller server using this technique.

The Fix:

There are a number or ways this problem could be alleviated – but only one that I found that provided the most certainty.  The downloaded file could be deleted once the streaming process is complete – however this would result in significantly slower speeds on pages where multiple copies of the same image are streamed.  Not to mention the fact that for at least a limited amount of time – the offending data would still be available from the server and could be executed in a very time limited fashion using scripting.  The solution here is to check for the .. pattern and remove it.  Hence the following lines of code in stream.asp:


while instr(1,filename,"..") <> 0



filename = replace(filename,"..",".")


wend

Conclusion:

There you go.  It is virtually impossible to hijack a URL through a stream.asp at this point.  I say virtually only because I know that given enough time I could probably crack Proxykiller again.  While a security hole such as this is nothing new – it does contain an interesting little twist.  It just goes to show that some security is never quite enough.

